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L Thomas I. Ellis, certify thai I am an oITicer orthe company named above. and acting as an agent orthe
company, lhal I have personal knowledge that the company has established operating procedures that are adequate
10 ensure compliance wilh the Commission's CPNI rules. See 47 C.F.R. § 64.2001 ef seq.

Attached to this certification is an accompanying statemcnt explaining how the company's procedures
ensure that the company is in compliance with the requirements set fonh in section 64.2001 ef seq. of the
Commission's rules.

The company has not laken any actions (proceedings instituted or petitions filed by a company at either
slale commissions. the court system. or at the Commission against data brokers) against data brokers in the past
year. Companies must report on any information Ihallhey have with respect to lhe processes pretexters are using to
attempt to access CPNI . and what steps companies are laking 10 protect CrNI.

The company has not received any customer complaints in the past year concerning the unauthorized release of
CrNI (number of customer complaints a company has received related to unauthorized access to CPN!. or
unauthorized disclosure of CPNI. broken down by eatcgory or complaint e.g.. instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the information. or instances of
improper access to online information by individuals not authorized to view the information).
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NORTHLAND TELEPHONE SYSTEMS
STATEMENT OF COMPANY POLICY

Whe" referred to ill 'lte guideUnes set /ortlt below, "Company," "we," or "11.,."
refer... to oml i"c/mles all employees, us.'wciale,'1, tlml agenl," ofNorlhhmd Telephone
Sy.'uem.f.

Northland Telephone Systems (the "Company") has a duty to protect Ihe
confidential. Customer Proprietary Network Information ("ePN!") of OUf customers.
other telecommunications carriers, and equipment manufacturers. Therefore, the
following guidelines shall be followed by all employees and agents of the Company:

ePNI is any information that relates to the quantity, technical configuration, type,
destination,location, and amount aruse ora telecommunications service subscribed to by
any customer of a telecommunications carrier. and Ihat is made available to the carrier by
the customer solely by virtue orthe carrier-customer relationship. CPNI also includes
inronnation contained in the bills pertaining 10 the telephone exchange service or
telephone toll service received by a customer or a carrier.

Proprietary inronnation or our customers, other telecommunications carriers. and
equipment manuracturers is protected by Federal law.

crNI which the Company obtains rrom another carrier ror the purpose or
providing a particular telecommunications service may be used only ror the
provision or that service, and may not be used ror any otherwise unrelated
marketing efforts.

Individually identifiable CPNI that we obtain by providing a telecommunications
service may be used. disclosed. or released ollly in the circumstances as set rorth
in the Company's CPNI Operating Guidelines.

The release of any CPNI by sales personnel must be authorized by a supervisor.

The Company takes seriously the protection of our customers' CPNI, and in
accordance with 47 C.F.R. § 64.2009 will bc subject to disciplinary review for
violation of the policies set forth above and in the Statement of Company Policy and
ePNI Operating Procedures. Please contact your supervisor if you have any
questions or require additional information.
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Northland Communications
STATEMENTOFCOMPA Y POLICY AND

CPNI OPERATING GUII)ELINES

Whe" referred to in II,t: G"ideli"e.\'!el forth helow, "CamptIllY." "we," or """," refen 10

(lnd inc/"de,'! all employees, UJ,weitlle'!, allli uNe",.\' ofNttrlhlt",d Comm""icalimu',

1hese Operating Guidelines relating to Customer Proprietary Nct\\ork Information
r-Cp....,I .. ) are intended to ensure the compliance by orthland Communications (the
'Tompan) .. ) ""ith the CommunicatIons Act of 1934. il~ amended. and related regulations
regarding CP I that ha....e hcen adopted h)' the rcdcral Communications Commission
("·I'<,:C"). Accordingl). from time to lime. these guidelines rna) changc hased on changes
in the: gO\oCming law or ITf regulatIons,

Northland Communications has a duty to protect the conlidcntial Custumer Proprietaf)
Nct"nrk Infonnatlon C"CPNI") of our customers. other telecommunications carriers. and
equIpment manufacturers, rhereforc. Ihese ePNI Operating Ciuitlt:lincs shall be followed
by all c:mployec:!' and agems Oflhc C'ompllny.

CPNI. according 10 fedcmlla\\. IS any information (hat relates to thc quantity. tcchnical
configuration. t) pc. de~tination. location. and amount of lise of a telecommunications
service subscribed tf! b) any customer of the Compan) . and that is made a\ ailable to the
Compan) b~ the customer solely b} \ irtue of the Company -customer relationship. CP I
also lIlcludcs information contained III the bills pertaining to Ihe telephone exchange
service or telephone loll sen ice rccci\Cd b)' a customer of the Compan). rhis type of
infonnalion includes personal infonnation such as: the telephonc numbers called by II

customer: the length of phone calls: and sen ices purchased by a customer. such as call
\,ailmg.

Federal lawai,\(} cOl/template.\ data referred ro as "customer il/formaliol/" aHd
",\/Ih\crihe" lisl in/ormaliol1 .. Thew Iypes (1/ data do nUl il/mh'/! personal. illdil'ie/IWl/y
ie/l'l1liflahl£' information A~re~,,'/! cl/\lolller i"f(,rmalioll IS dala Ihat re!uw.\ to a RroliP
nr ('U/t'j!tll) of CII.\/Omers from \llIiell intlividual cmlomer id/!ntilie\' amI charac,eri,~lic.,

haH' heen remo\"l!llwhwriher lisl if/formation is tlmo .Hfch a~,,"h.\·eriher namn,
addrc\'!/!\ ane/ leleplmne nflmhl'n Tht' ('ompon-,,"<; Operati,,}! vllidelinl'" address onh
/edeml re~tll(Jlj()m thai un.: applicahle 10 Cf.\l

The Compan~ ackno\\lcdgcs that·

(I) Proprietal) infonnation of our customers. olher tclccommuniealions carriers. and
equipmcnt manufacturers IS protected by I·cdcralla\\.

(2) CPNI which the Company ohtains from another cUtTier for lhe purpose of
providing a particular Ielecommunications service may be used only for thc
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provision of that sen·icc. and ma) not he used for any othenvise unrelated
marketing efforts.

(3) Indi\iduaJl) idcntifiahle CPNlthat \\C ohwin by providing a telecommunications
service ma) he used. di<;c1osed. or releascd OIt(J' in the circumstances as set forth
in these CPNI Operating Guidelines.

-, he Company shall take reasonable measures to discowr and protect against attempts to
gain unauthorized access to CPNI. The Company $hall properl) authenticale a customer
prior to disclosing ePNI based 011 customer-initiated telephone contac!. online aCCQunt
access. or an in-store visit.

The Company takes seriousl~r lhe protection of tlur customers' CPNI, und in
accordance with 47 eFR 64.2009, employees will be subject to disciplinary rC\'iew
for violation of the policies set forth herein. Employees should contact their
slIpenrisor if they have an)' questions or require additional information.

Important Definitions
Ac:countlnjormafioll '·Account infonmtlion·· is inlonllalion that is specifically
conn~ctcd to the customer's scrvic~ relationship \.... ilh the carrier. ineluding such things as
nn account number or any comroncnt IhereoC lhe telephone number associated \\illl lhe
account. or lhe bill"s amount.

Addr('.~.\ olRecnrd An "address of record". whether postal or electronic. is an
address that the carrier has associated wilh the cuslomer's account for at leas I 30 days.

Call Dewillf/formation. Any infonnalion that pertains to the transmission of
specific telephone calls. including. for outbound calls, the number called. and the time,
location. or duration of an) call and. for inbound calls, the number from with lhe call was
placed. Ihe time. location. or duration of any call.

Customer. A customer or a telecommunications carrier is a person or
cot it) 10 which the telecommunications carrier is currcntly providing service.

()P/,ill appro\'{l/. The term ·'opt-in approval" refcrs to a method for obtaining
cuslOiner conse", to usc, di<;;close, or permit access (0 Ihe customer's CPNI. This
approval method requires that the carrier obtain from the customer affirm:tli\t:. cxpn:ss
consent allO\\ing the requested ("IINI usage. disclosure. or access after the customer is
provided appropriate notification of the carrier's requcst consistent \\ith the requirements
set forth in this subpart.

Opt-our appro\'{l/ 1 he tenn ··opt-out approval" refers to a method for
obtaining customer consenl to usc. disclose. or permit access 10 Ihe CllSlomcr"s CPNI.
Under this approval method. a customer is dcemed to have consented to usc. disclosure,
or access to the customer'~ erNI if the customer has failed tll object thereto within the

,
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waiting period described in M.2008(d)( I) after llle customer is provided appropriate
nOlilicatioll oflhe carrier's request for CQnscnt cUIl~i:-;tent with the nIles in this subpart.

I'relexfing "Pretcxting" is the practice of pretending to be a particular
customer or other authorilcd person in order to obtain acccss to that customers call detail
or other private communications records.

Telt'plmne 1I1t1l1her o/record rhe telephone nUlllher ;.Issociated with the underlying
service, notlhe telephone number supplied as a cllstClmcr's '·conlacl information".

raNd phOfO ID. /I. "valid photo JlY" is a governmenl-issued means of
personal identification \\ith a photograph such as drivers license. passport. or
comparable ID that is not expired.

General
Unless required b) h1\\ or \\ith Ihe approval orlhe customer, the Company will only usc.
disclose. or permit access to individually identified CPNI in its provision of:

(I) The telecommunications service from which Ihe infonnation is derived.
(2) Sen ices necessary to. or used ill. the provision of the telccommunications

scnice. including tne puhlishing of direclorics.

-I he Company uscs CPNllo:
(1) Initiate. render. bill. and collect for telecommunications services.
(2) Provide inbound marketing. referral. or administrative services to the customer

for the duralion of the call. if the call was initiated b~ the customer and the
customer apprO\' es of till.' COll1pan) 's usc 10 provide slll:h service.

(3) Pro\ ide call location information conccrning the user of a commercial mobile
service in certain spccilied emergency situations. ifapplicable.

Exceptions
The Company may usc. disclose. or permit access to CPNI. without customer approval.
only as described below.

The Company may usc. disclose. or pennit access 10 CPNI for the purpose of providing
or marketing service offerings among lhe categories of scrviee (i.e.. local. interexchange.
and (,MRS) to which our customer already subscribes without custOlllcr approval.

If a customer subscribes to more than onc category of sen-ice offered by our Company.
then the Company may share CPNI among our affiliated entities that provide a service
offering 10 lhe CUSIOlner.

If a customer docs not subscribe to more than one ofTcring of our Company. then the
Company will not shan~ lhal customer's CPNI with its a1lilimcs. except in accordance
with the Opt-Clul procedures described below.

3
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The Company may use CPNI. without customer approval. 10 market services lormcrl)
knov.n as atljuncHo~basic services. such as. Inll not limited to. speed dialing. computer
provided directory assistance. call monitoring. call tracing. call blocking. call return.
rcpeat dialing. calliracking. call waiting. caller I D.. call forwarding. and certain Centrex
features,

The Comp:m) may usc. disclosc. or permit access to CPNI, withollt customer approval.
in its provision of inside wiring inSlallation, rnaiTllen;:mcc. find repair services,

I he Company Ellay also liSt:. disclose. or pcm1it access 10 CPNI 10 protect its rights or
property. or to protect users of those sen ices and other carriers from fraudulcnt. abusi, e.
or unlav. ful usc of. or subscription to. such sen'ices.

Notification
Prior to any solicitation for customer approval, Ihe Company will prcwidc notification 10

the customer of the customer's right to restrict usc of. diselosurc of. .lIld access to that
cuslomer's ("PNI. The customer notification shall provide sufTicient infomlulion to
enable the customer 10 make an infonned decision as to whether 10 pemlit the Compan)
to use. disclose. or permit access to. the customer's C!'NI.

"I he Company will maintain records of notification. whether oral. writtcn. or e1eclronic.
for al least one ycar.

All nOlicc~ \\ill:
(I) State that the customer has a right. and Ihe Compan) has a tlut). under Federal

I,m. 10 prolcct Ihe confidentiality ofCl'NI.
(2) Speci!) the types of infonnation that constitute (PNI and the spccilic t:ntitics

that \\ill reccive lilt' erNI. describe the purposes lor v.hith ePNI will be use<.l,
and inform the customer of his or Iwr righl 10 disapprove those uses. and deny or
\\ithdra\\ access to CPNI at any time.

(3) Advi"c lhc customer of lhe precise steps the customer must take in order to grant
or deny access to crN!. and must dearly state that a denial of approval will not
allect lhe provision of any sen'ices to which Ihe customer suhscrihcs. Ilowever.
the Company may provide a brief statement. in clear and neutral language,
describing consequcnces directly resulting from Ihe lack of access to ePN!.

(4) Be comprehensible and must not be misleading,

When wrinen notification is prm idcd" the notice mUSI he clearly legible. use sufficiently
large Iype. and be placed in an area so a5 (0 he read it) apparent to a customer.

The Company may Slale in the notification lhat lhe cusIOlllt:r'S apprO\allo lise ePNI I1HI)

enhance the carrier's uhilit) to offer products and services tailored to Ihe customer's
needs. The Carrier also mn) state in the notilicntion thaI itma) be compelled to disclosc
CPNI to any person upon aOinnative \\fitten request by thc customcr.

,
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I he Carrier rna) not include In the mltificalion an) statement attempting to encourage a
customer to free7e third-part) access to CPNI.

Ihe notllic3tion IllU!'I1 state thai an) apprO\ al. or denial o(,tpprm al. for the usc of CP\JI
oUlside of thc sc"ice to ,... hich the CUSlomer already subscrihe!i fmm the Company is
villid uillilihe cuslomer amnnalivcly revnkes or limits ~llch approval or demal.

"I Ill' Compan)'"s solicilation for apprO\:t1 must be pro-xim3lc 10 Ihe nOlifieation of D

cu~tomer· s CP", I righls.

Customer Appronl for use of eIJ .....

Northland Communications docs nol gl\e CP, Ito any third parties cxcepl as discussed
hclol'. \Jo third part) IS e'er gl\en access to our customers" propricta1) ne1\\ork.
infonnalion for Ihe purpose of markeling. Northland Communications docs not miliatc
calls 10 customers for the purpose of sales or marketing,

orthland Commul11CatiOlls currenll) ll~es the opt·OUI mClhod for obtaining approval 10

u<:e ('PNI. Customers arc notified bi·annuHlIy of their right 10 apprme or dell)' usc or
Iheir CPNI via a poslcard that is mailed 10 Ihe billing address of record. The conlents of
each notification comply \... ith the standards described above. The noti/ications define Ihe
applicable wailing period for a response hcrnre appnwal is assumed. After mailing, the
Cam pan) wailS 30·days (or in ils discrctiun a longer period of time) utter gil 109
customers such nmice and an opportunilY to Opt-out before assuming customer appro... al
to usc. disclose, or permit access to (IJNI. rhe "aiting period begins to run 011 the third
da) fllllO\."ing the dale Ihat Ihe notification \\as mailed

rhe ("(\mpan) ma} usc 0pH)ut apprO\allo obtain a customer's consent to share CP\JI
among Ihe Company's allilialcs.

Accounls for customCl"$ who choose 10 deny access 10 theIr CPNI arc marked as "CPNI
Rcslricll.'d"·. If a cuslomer has denied u~e of CPNI and initiales a call In thc Company,
one-time customer authorization for usc of CPNI is obtained verbally from Ihe customer
al that time, rhe Company nOli lies the customer Ihat their waiver of the CPNI
requirements is for Ihc: dunHion ol"the call onl)

"I he contents ofan~ such nOlificalion must comply "ith the requirements the otificalion
Section abo\c. c,cept Ihat the Company ma~ omit an) 01" the following notice pm\ isi\..ln~

irnot rcle... ant to the limited usc for \\hich the Company ..cd.. CP'JI:
1 The Compan) need not advise customers that if the) haH: opted·out

pre\ iousl)'. no action is necded III maintain the 0Pl-out election~

, If Ihe Compan)"~ limited CIl I usage will not result in use by, or disclosure
to. an alliliatc or third party, then thc Company nced not advise customers thai
the Company rna)' shHn: Iheir CPNI with the Cnmpany's alliliates or third
parties and need not name thos..: cntities,

-'. rhc Company need nOI disclosc the means by which a customer can den) or
\\ithdra\\ rllture acecs~ 10 ePNI. but the C\lmptlll) must then explain to

,
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customers Ihal the scope of the apprO\allhe Cnmpan) seeks is limiled to one.
time usc; and

4. If Ihe Compall) communicales c1earl) thm the customer can den) access to hi"
CPNI for the call. then the Compan) may omit disclosure of the precise steps
a customer l11usltake in order to grant or deny access 10 CPNI.

While a customer may orally approve CPNI llsage. the Compan) has the burden of
dClllClnMrating such approval has becn givcn. Whl'n Ihis onc-lime aUlhorization is
obtaincd from a customer, a memo i~ put on their account. Memos remain on a
customer's account permanentl).

l\pprO\al or disapprO\allo usc. discltlsc. or permit access 10 3 customer's ('I)NI oblamed
by Ihe Compan) must remain in clTect umilthc customer rc\o"'es or limits such appro\al
or disapproval.

Records of appro\ als to usc ('!)NI. \\ hcthcr oral. \\<rincn. or electronic. arc maintained for
at least (lile year.

Call ()Cl:lillmluirics
rhe COInpan) will disclose call detail infom13tion* to a customer only in one of the
following siluations:

I The cuslomer is able to provide the call detail information \\ithoul assistance.
The customer must providc the number called. Ihe date of the call, the limc of the
call. and Ihe duration of the call If lhey prO' ide all of these items. \\e may
discuss the call detail infonnalion pm\-ide-d by the customer.

., The customer is on-site. and provides a valid photo ID. malching the name on the
account.

~ \\'c can call the customer back al the telephone numhcr of record.
... We can mail the infonnation to the address of record We can also e·mail the

infonnation to the e-mail address of record. If one exists at the time of" the inquif).
Any address of record must be established for 30 days prior to the inquiry.

·Call detail infonnalion for local calls is on I) prm-ided \.. ith a subpoena.

t::-mailcd Bills
Cuslomers of l\ol1hland Communications have the option of ha\ ing their hills e·mailed
to them. Customer!) mlbt call the Business Office 10 set up this feature. The customer
scnice representati\c musl \erif) that he/she is speaking \\-ith a person listed on the
account. without the usc of readily available hiographical infonnation or account
infonnalion. using one of" the follo\\ mg mcthods:

I. The customer is on-site. and provides a \-alid photo !D. matching the name on the
account.

") We can call the customer b:ICk at the telephone number ofreeord.

Aller authentication. the customer request is processed. and a nOtlficalion is sent to the
customer pursuanlto the "Notice to Customers of Accounl Changes·· section belo\\ .

•
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Address Changes, postal or e-mail
When customers call the Business Orlice or come in and request an address change
(citht:r postal address or e-mail ~lddress). the Cusl(ll11cr service representative must \crify
that helshe is speaking with a person listed on t.he accoulll. without the use of readily
a\ailable biographical infomHHion or accolillt infonnation. using one of the following
methods:

I. The customer is on-sile. and provides a valid photo 10. !lHltching the name on the
aCl:OUIlI.

2. We can clilithc customer back a1 Ihe lelephollt' number ofrccurd.

Aner authentication. the customer request is processed. and a notification is sent to the
customer pursuanlto Ihc ··Notice to Customers of Accounl Changes" section below.

Other Customer Scrvice/Billin~Inquiries
Other than the instanet:s Iisled abo\C. when a call is rcccived or a person comes inlo the
office. we \'crify that wc arc speaking with the primary or secondary aUlhori7ed contact
listcd on the account before answering any questions rcgarding the account. The primar)
authorizcd and secondary authorizcd contacts on the accounl arc the only authorized
people to mal..c additions. changt:s or deletions to the account.

Information on the account regarding contract tcnl1S. rates. ctc. arc not to be discllsscd
with anyonc else besides the primary and secondary aUlhoril:ed contacts.

No infomlation is to be releascd to anothcr st:rvicc provider without a Leller of Agenc)
or writtcn autboriLation from the customer.

Ir a primary authori;rcd or secondar) authorized contact changes. wc need to secure the
change in writing (email/fax) from a remaining activc comaet to authorize Northland
Communications to updatc our records. Northland Customer Relations Representatives
have the authority to aUlhori/c lhe change without the written aUlhori;ration.

II' the account is marked as "CPNI restricted". employees may not lise the customer"s
information to alTer the eu~tomer any other services without first obtaining the
customcr"s verbal permission to make such an offer. When this one-lime authorizalion is
obtained from <l customer. a memo is put on their account. Memos remain on a
customcr·s accounl permanently.

General information regarding our servict:I; m.ay be gi\en to anyone that inquires.

Business customer exemption
The Company may bind itself contractual!) to authentication regimes other than those
described above for services it provides to its business customers that have both a
dedicated account representative and a contract that specifically addresses the Company's
protection ofCPNI.

7
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Notice to Customers of Account Changes
Northland Communications notifies customers \ ia JXl~tal h:ttcr when any of the following
changes arc made to their account:

J. rhe customer's billing address ofrccnrd was changed

Notificatinl1s arc mailed to the billing address of record. provided that address has been
the billing address of record for at least 30 days. In CilSCS where the billing address was
changed. notification is mailed to the previous billing address. In cases where the current
address of record has not been effeclive for 30 days. the notification is mailed to the
previous address of record.

NOlifications only indicate Ihal a change was made to the account, and do not give any
delail of the change. This notillcation is not required when the customer initiates service.

Troublr Tickets
Anyone i"i authorized to call in a sen ice affecting r~pair. Most companies will havt' one
person designated lor tllis: hO\\-cvcr. we will take a trouble call from anyone within the
company. If the person is nol listed on the account as either a primary or secondary
aUlhorizcd conlac\. no accoum information can be given 10 them.

Irtlle trouble is a billable ~ervice issue. authorizalion must come rrom either the primary
or secondary authori7ed contacts.

Markding
The Company will maintain records of alll1lllrkeling campaigns which usc CllNI. Such
records will include a description or the campaign. the specific CPNI used in the
campaign. and what products and services \...cre olTered as a part of the campaign. The
Company shall relain the records for a minimum or one }car.

No third part) is ever given access to our customers' proprietary network information for
the purpose of marketing.

Northland Communications docs not usc local scn ICC ePNI to track customers calls.
either to competilors or any other number.

rhe Company has established a supervisory review process regarding eompliane~ with
lhe ePNI rules for outbound marketing siluations and maintain records of compliance for
a minimum period of one year. Sales personnel must obtain supervisory approval of any
proposed outbound rnar~eting requesl lor customer approval.

Collections
Northland Communications initiates contact with customers for collection of unpaid past
due charges. Employees are only permitted to speak with the primary. secondary or
accounts payable dcpanmcnt regarding the unpaid balance or any possible discontinuance
of servic~. When leaving a message for the any of the abm c, employees are only
pemlitted 10 ask that the customer retUnl the c<lllto Northland Communicalions.
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Whcn the Company IS unable to collect a past due balance. the customer's account is
tumcd o\'er to a third part~ collection agcnc). J-mployees arc pcmlilled to gl\c this third
part) the customer', name. address. Ielephone number. social security number (if
known). and amounl O\... ed. Copies of customer bills arc not given to the collection
agel1C)'.

Joinf V~nfurc/ConfraelOrs

Ihe Company mu... tllbtain c.\.pliclI apprO\al from a customer hcfore di~c1osing ell ., to
joinl \'Clllure partncrs or ind~pcndcnt contractors. l\\1rthland Communication" does not
disclose customer CPNlto contractors or Join! venlure partners

Dlher Carriers
Customers of \;orthland CommUnications rna) also subscribe to long distance ser"iee<;
prmidcd b~ other carriers not affiliated \\ith Northland Communications. PIC changes
arc received b) Northland Communications directly from thc customer.

I)orting requests arc rcceivcd by Northland Communicalions by fax or c-mail. We verify
the accuracy of the customcr infonnation lisled by the other carricr and process Ihe order
in our system. Northland Cnmmunicatiolls docs nol share an} CPNI with (hese carriers.
I he lIlfonnation Sl:l1tto us is gi\'Cn to the carrier b) the customer.

l\orthlanc.1 Communications does not CQlllact thc cu~tomer alier receiving a changc
request from another carrier. c\cept for \ erilieation. billing and collection purposes.

Llil" F.nforcemenl
Customer infomHlllon mn~ he prm idcd to la\\ enfClTccmcnt agencies that prmide a
~ubpol.'lla lor the infonnalion.

Training
I-.mployees of Northlnnd Communications arc trained 10 protect ePNI vcrbally and wilh
\\Tilten proccdures. 1\11 wriuen procedures involve onl) ans",cring questions incoming
from customers. not ma"ing sales or marketing calls (0 customers. There arc no dutics
requiring or authofl7lllg employees to call customers for markcling purposes: job
descnptions for cuslomer servicc rcprcsclllati\'cs onl) Include ans\\ering questions from
customers. I-mplo)ee!l arc trained to authenticate cu~tOl1lcrs a!> described abt.)\e.

~orthland Commumcation~ cmplo) ec~ arc a\\are of the ('ompan)'s policies.

lJisciplina'1' Proccs'l
Lmployces \\ho violate the Company's ePNI guidellncs arc firsl given a verbal waming.
t\ second otTense results in a written \\3ming from Iluman Rcsources. A third offcnse
results in suspension or lermination.

Notice of Unauthorized I)i!lclosurc ofCPNI
In the e\enl ofa C'PNI hreach.the Company will notif)- the local FBI office:
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rhe Company shall nol nOlify its cuSlnmcr<; or disclose the breach puhlicl). whether
voluntarily or under slate or local la\\ or these rules. until it has completed the process of
notifymg la\,- cnl()rccmcnt,

A.. soon as pmclicahlc. an in no e\ent lalcr than seven (7) bUSiness days. alter reasonable
dctcmlination of the breach. the Company \\ill elcclromcall) notify the United Stales
Secret Sen. icc r'USSS") and the Federal Bureau of Imcstil.!ution (""Hlr') throu£.!h a
central reponing facility.lhc inlcmCllink 10 the reporting facility that shall be used by
the Company shall be that maintained b) Ihc FCC at hilI'_ 1t11'ItJcc.}!(JI·eh qmi.

Notv.ilhslanding any Mate la\\ 10 Ihe conlrary. the COInpan) shall not notif) euslomers or
disclose the breach to the public until seven (7) fuJI business days have passed aner
notification to Ihc LJSSS and lhe I'BI except if the Company believes lhat there is an
extraordinarily urgent need 10 notify an) class of affected customers sunner than Ihe
sc\cn (7) business days provided for. in ordcr 10 avoid immediate and irreparable harm.
thc Company shall so indicate in its nOllliealion and rna) proceed 10 Immediate!) notif)
its DITected cuslomers onI) aftcr consultation with the reinani investigating agent)". The
Com pan) shall cooperate \\ith lhe relc\ ant im-estigating agenc) 's rcquest 10 minimi.lc
an) ad\ erst effects of such cuSlomer notification.

If Ihe rclc\ant ill\csllgatlng agent) detcrmin..:s Ihat public disclosure or notice to
customers would impede or compromise an ongoing or potential cnmlOallll\-cstigation or
Il<tlional seeurit). such agenc) ma) direct Ihe Com pan)' nOlto so disclose or notify for an
initial period of up 10.10 days. Such period rna) be e:tl:tendcd b) Ihe agency as reasonably
necessary in the judgmenl of Ihe agency. If such direclion is givcn. the agenc) shall
noli f) the Company when it appears thDI public disclosure or nOlice to aITeclcd customers
will no longer impede or compromise II criminal investigation or national security. Th~
agency shall provide ill writing its inilial direction to the Company. any subsequenl
c,<tension. and an) notificalion that notice will no longer impede or compromise a
cnmlOal iO\cstigation or nalional secunt) and such \\Titings shall be eontemporaneousl)
logged on Ihe same reporting facllil) Ihat contains records of notificalions filed b) the
Compau)

After Ihe Compan)- has completed the process of notif)ing law enforcement. the
Cmnpan) shall nOlil) its customers of a breach of Ihose cu~tomcrs' CPNI.

rhe Company shall maintain a rceord. dCl:lrOnieall) or in some other manner. of any
breaches discovered. notifications made 10 Ihe USSS and the Hll. and notilications madc
to customcrs. rhc rccord shall include. if available. dales of discovcry and notification. a
detailed descriplion Oflhc CPNllhal was Illc subject orlhc breach. and the circumstances
of Ihe breach. The Company shall retain the rccord for a minimum of2 years.
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As used in this seclion. a "breach" has occurred \\hen a pcr~\ln. \\Ithoul authorization or
exceeding aUlhnriLiltion. has intcntlonall) gained access In. lIsed. or disclosed CP\l1.

Compliance Ccrtific::atc
An officer. as all agent of the Cumpany. shall sign a complinncc ccnilicatc on an annual
hasis slating thai Ihe OfliCCf has personal knowledge that the Comp'lll) has established
operating procedures Ihal arc adcqulltl' to ensure compliance ,\ilh rcdcral erNI
regulations. 1he Compan) shall include \I, illl the certification a statement explaining
how the Company's operating procedures ensure lhal it is or IS not in compliance with the
rules III this subpart. Additionally. the Compan) shall include \\ith its ceT1ification an
explanation of any actions taken against data hrokers and a summar)' (If all cUSl(lmer
complaints recdved in the pasl year concerning the unaulhori/cd release of CPN!. Thc
Company shall make this filing annually with the I".nlorecmcnt Bureau of the FCC on or
before March I m FB Docket o. 06--36. lor data pcT1aimng to the pre\ ious calendar
~ear.

NOlicc of Nun-Compliance
rhe Company shall provide to the I'CC \Hillen notice within fi\c busincss days of all)

instance \\here the Opt-out mechanisms do not work propcrl). 10 such a degree that
consumers' mabilit) to Opl-out is morc than an anoma!). rhe notice shall be In the ronn
of a letter. and will include the Compan)'s name. a description (lf the 0PI-<lUl

lllcchanism(s) used. the problem( ...) experienced. the rcmcd) proposed and "'hen the
Comparl) will/did implement it. whether the relevant state commission(s) has been
nutiJied and whether it has laken any aClion. a copy of the n(lt;ce provided to customcrs.
and contact infonnation. Ihe Com pan) shall provide such notice even if the Company
(lITers mhcr mcthods b~ \"hich consumers may Opl-OUt. and onl) onc of those methods
\\as affected.
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